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Keyword Firewall Requirements

With RepLog 2.0 additional search strings can be detected using App Control the
instructions enclosed cover all the setup required to enable RepLog, if you are an
existing RepLog customer you will only have to complete the App Control section,
but you may wish to review all the steps to ensure your configuration matches.

Switchshop recommend using FortiOS version 7.6 for ReplLog, other versions are
supported.

The following profiles must be configured and then applied to all user traffic policies.

e Web filter - In proxy mode with keyword logging enabled

o App Control NEW - Qverrides added and monitored for keyword detection

e Antivirus - Compromised endpoint detection

e Intrusion Prevention - Optional, additional compromised endpoint detection
e SSL Inspection - With deep packet inspection enabled
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Web Filter Setup - Keyword Detection
On sub 2Gb RAM models proxy mode will be unavailable after upgrading to v7.4.4 and
v7.6.0 and therefore keyword logging will be unavailable on these hardware models.

Contact Switchshop if you have these models for further discussion.

Create a new web filter profile or customise your existing profiles. The profile should
then be applied to all user policies going to the internet.

Enable the following

e Feature set - Proxy-based
e Log all search keywords - enable

& FortiGate-120G = Q-
|—C| New Weh Filter Profile
O Security Profiles Name CUSTOMER-WEB-FILTER
iVirus Comments Write a comment...
AntiVirus 401255
Web Filter * O Featureset | Flow-baseq RE{vAEEEED]
Video Filter 1
DNS Filter @ FortiGuard Category Based Filter
Application Control 3 X
Allow Vonitor Jlock Warning Authenticate
Intrusion Prevention
File Filter Name Action
TNSVTY IVSEISUST SU LOTIan A Elivie N
[E] General Interest - Personal €
Advertising ©@ Monitor
IPS Signatures . N )
Brokerage and Trading @ Monitor
Web Rating Override B
Games @ Monitor
Web Profile Ove
Web-based Email © Monitor
VPN
) Entertainment ©@ Monitor
2, User & Authentication
Artsand Culture © Monitor
Education © Monitor
ystem
Health and Wellness @ Monitor
ecurity Fabric
51% €
= Logé& Report
Category Usage Quota @ ©
& Edit || O Delete
Category Total quota %
No results
(0]
O Allow users to override blocked categories
[=] Search Engines
Enforce "Safe Search’ on Google, Yahoo!, Bing, Yandex ()
ILog all search keywords @ [ 8} I
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Web Filter Cont.

e Set all categories actions appropriately, for allowed categories set the action to
monitor for blocked categories set to block

Make sure categories are not set to allow, as traffic will not be logged, and no alerting
will occur.

New Web Filter Profile

MName CUSTOMER-WEB-FILTER
Comments | Write a comment...
“0/255
Featureset | Flow-based RYgea gz
@O FortiGuard Category Based Filter
Allow Monitor = @ Block Warning Authenticate
Name Action
TNTVTY INCEISLTT OU LAJTmarti LS LWL LY

[5] General Interest - Personal €5

Advertising ©@ Monitor
Brokerage and Trading © Monitor
Games @ Monitor
Web-based Email @ Monitor
Entertainment ©@ Monitor
Arts and Culture @ Monitor
Education @ Monitor
Health and Wellness ©@ Monitor
) 51% €9
[ R [ P I I = e
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Application Control - Keyword Detection NEW

Create a new application control profile or customise your existing profiles. The
profile should then be applied to all user policies going to the internet.

Enable the following
e Enable monitor for at least General Interest and Generative Al application

categories.
e Create application overrides on version 7.2/7 .4

! New Application Sensor

) Security Profiles

829 Cloud Applications require deep inspection.

AntiVirus 0 policies are using this profile.
Web Filter
Vi ter Name CUSTOMER-APPCTRL-PROFILE
- Filtar Comments
DINS Filter 4 0255
Application Control
Intrusion Prevention GRS
File Filter £ Mixed ~ All Categories
SSL/SSH Inspection
Application Signatures © ~ |Business (157, & 11) © ~ [Cloud/IT (74, & 2)

IPS Signatures

Web Rating Overrides

Web Profile Overrides

VPN
ser & Authentication
= WIiFi & Switch Controller

System

security Fabric

Log & Report @~ VoIP (22)

~ ~ Unknown Applications
(T Network Protocol Enforcement

Application and Filter Overrides
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Application Control Cont.

74

If GenAl is not visible please upgrade to 7.4.11 and add an application control profile to a
firewall policy, this will force the database to update within 15 minutes, alternatively run
‘execute update-now" from the firewall CLI.

Categories

§ Mixed~ All Categories

@~ Business (156, & 11) @~ Cloud/IT (74, &2)

@~ Collaboration (248, & 15) @ - Email (77, & 11)

@~  Game (93) @~ GenAl (30, £24)

@~ General Interest (244, & 11) @~ Mobile (3)

@~ Network Service (378) Operational Technology
@~ [P2P(32) @~ Proxy (186)

@~ Remote Access (111) @~ Social Media (108, &27)
@~ Storage/Backup (156, & 24) @~ Update (49)

@~ Video/Audio (153, & 16) @~ VolP(22)

@~ Web Client (21) Q- Unknown Applications
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Antivirus Setup - Compromised Endpoint Detection

Create a new antivirus profile or customise your existing profiles. The profile should
then be applied to all user policies going to the internet.

Enable the following

e Feature set - Proxy-based
e AntiVirus Scan - Block

e Inspected protocols - all

e Content Disarm and Reconstruction - Enable

e Quarantine - Enable

e Use FortiGuard outbreak prevention database - Enable

= FortiGate-120G

Dashboard > . - Edit AntiVirus Profile
* Network
B Policy
£ Security Profiles Name CUSTOMER-AV-PROFILE
Comments Write a comment...
AntiVirus . £ 0/255
Web Filter : AntiVirusscan @ @ QGRS Monitor
Video Filter
Feature set (F VSN Proxy-based
DNS Filter
Application Control Inspected Protocols
Intrusion Prevention HTTP ©
File Filter SMTP @O
SSL/SSH Inspection POP3 ©
Application Signat IMAP ©
FTP )
IPS Signatures ©
CIFS @©
Web Rating Ove
Web Profile Overrides APT Protection Options
A .
L Treat Windows executables »
©  User & Authentication > in email attachments as viruses (@
= WiFi & Switch Controller 5 Send files to FortiSandbox for inspection ()
Include mobile malware protection O
puarantine @ CI

j Security Fabric

Log & Report

Pt

Virus Qutbreak Prevention (@)

IUse FortiGuard outbreak prevention database @ m Monitor I

Use 0-day malware stream scanning >
Use external malware block list @ ]
Use EMS external feed @ >
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Intrusion Prevention

Nothing is mandatory here check that the action for elements you want to protect
against are set to block. Monitor / Warning / Block will result in a log which you will
be alerted on.

Below is an example of an all purpose IPS profile that can be used, it's based off the
built-in profile called “default” with packet logging enabled and Scan Outgoing
Connections to Botnet sites set to Block.

= Q-
C Clone IPS Sensor
Crf ———
=
@ Securfty Profiles Name CUSTOMER-IPS-PROFILE
iVirus C t: P t critical attacks.
AntiVirus omments revent critical attacks. 4957955
Web Filter J Block malicious URLs (I
Video Filter
DNS Filter IP5 Signatures and Filters
Application Control # Ed 0 Delete
Intrusion Prevention
Details Exempt IPs Action Packet Logging

File Filter

[ sev | & Default |@ Enabled

[ s=v ETTL

EZH sunmn
IPS Signatures
Web Rating C o
Web Profile Overrides
VEN Botnet C&C

& Authentication > Scan Outgoing Connections to Botnet Sites | Disable m Monitor
= WIiFi & Switch Controller > = 3567 IP Addresses in botnet package.
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Generic Deep SSL Inspection - Needed for Everything to Work

SSL deep inspection enables the inspection of encrypted HTTPS packets sent from
clients to the internet, to do this a trusted CA certificate issued by the FortiGate
needs to be installed onto all devices to enable them to be decrypted

Beware that enabling this without installing the CA certificate in the screenshot on all
devices subject to SSL inspection will cause endpoint devices to present certificate
warnings to your users and in some cases break application functionality. It is
recommended that you log SSL anomalies to be able to diagnose SSL inspection
errors.

You should deploy this CA certificate into the trusted root store on your managed
devices through group policy, Intune, GSuite, or other management platform. If you
have a bring your own device network, in order to get your CA certificate on students
/ employees’ phones, we recommend our certificate onboarding service MySSP-
Onboard which provides steps for a range of devices by detecting what browser and
system they’re using. You can view an example of it here:
https://certificate.switchshop.co.uk
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Deep SSL Inspection Cont.

% FortiGate-120G

Clone SSL/SSH Inspection Profile

Name CUSTOMER-DEEP-INSPECTION-PROF

) Security Profiles

AntiVirus Comments | Write acomment... 4 0/255

Web Filter
SSL Inspection Options

Enable S5L inspection of Multiple Clients Connecting to Multiple Servers

Protecting S5L Server

Inspection method SSL Certificate Inspection JRETISSIM I luilily] |

(A2l CA certificate B9 Fortinet_CA_SSL ~ | & Download
SSL/SSH Inspection * =
- Malicious certificates (@ Allow m = View malicious certificate definitions
Application
Untrusted SSL certificates AGIYE Block | Ignore View Trusted CAs List
IPS Signatures
Server certificate SNI check &) Strict | Disable
Web Profile Enforce SSL cipher compliance >
T Enforce SSL negotiation compliance (b
VP
RPCover HTTPS @ J
User & Authentication MAP| over HTTPS @ ]

= WiFi & Switch troller
Protocol Port Mapping

ystem
Security Fabric > Inspect all ports (B
Log & Report HTTPS O 443
SMTPS © 465
POP35 O 995
IMAPS O 993
FTPS © 990

DNSover TLS (B 853

HTTP/3 Bypass Block

DNSover QUIC Bypass Block

Exempt from S5L Inspection

Reputable websites © (B

Web categories Finance and Banking ® .
Health and Wellness x Remove Microsoft or
: Bing from here
I Addresses adobe x I
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Example Policy Which Implements the Security Profiles

Ensure the policy uses the security profiles you've configured as above.

= FortiGate-120G = Q-

ashboard » |—C Edit Policy
N —
Ne rk > —a
& Policy & Objects Name (&) Student Internet
Firewall Poli fi
= Schedule (@ always v
Local-In Policy -
Action @ \elezul &) DENY
Authentication
Addresses Type s
ZTNA Incoming interface [J LAN Zone A
Internet Service Database Outgoinginterface = [ WAN Zone v
Serv
Schedules Source & Destination | Showlogic
Virtual IPs N I
e i Source 8an X

IP Pools

Protocol Options

User/grou F2 Student Users X
Traffic Shaping group 2

) Security Profiles

Security posturetag (@

1 VPN
er & Authentication > Destination Aan >
= WiFi & Switch Controller > 1

Service ] ALL X

Firewall/Network Options

Inspection mode [AVVEELGE Proxy-based

NAT ©

IP pool configuration Use Outgoing Interface Address RUEEINTEIRITE IR
Source port translation Always RULEO il Never

Protocol options default A

curity Fabric

Log & Report

Security Profiles

Continued on next page.
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» FortiGate-120G

Dashboard

+ Network

L)

Policy & Objects
Firewall Policy
Local-In Policy
Authentication
Addresses

ZTNA

Internet Service Database
Servic

Schedules
Virtual IPs

IP Pools

Protocol Options

Traffic Shaping

) Security Profiles

1 VPN

User & Authentication

~ WiFi & Switch Controller

System
Security Fabric

Log & Report

Edit Policy

1

Source & Destination | Showlogic
User/group | 8 Student Users x|

Security posture tag (@

Destination 4 El] X

Service ] ALL X

Firewall/Network Options

Inspection mode [V VEEEW Proxy-based

NAT o

IP pool configuration Use Outgoing Interface Address QUZRMETNTSIERE ]
Source port translation Always RULET S adelyillnecl Never

Protocol options default -

Security Profiles

AntiVirus © [ CUSTOMER-AV-PROFILE v
Web filter © =N CUSTOMER-WEB-FILTER v
DNS filter o
Application control © [ CUSTOMER-APPCTRL-PROFL.. ¥
1PS © CUSTOMER-IPS-PROFILE v
File filter (e
SSLinspection A CUSTOMER-DEEP-INSPECTI... ¥
Decrypted traffic mirror
Logging Options
Log allowed trafic @ bl sessions
Comments
A
0/1023

Enable this policy @
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Block QUIC

QUIC is a protocol that enables HTTPS over UDP in an effort to improve web
browsing performance, as a by product it can bypass web filtering solutions on older
version of FortiOS.

Blocking QUIC on older versions will cause apps to fall back to HTTPS on port TCP
443 instead of UDP 443 which allows the FortiGate to inspect the traffic. Newer
versions have the ability to inspect QUIC traffic.

74 8&7.6

You can allow QUIC and inspect it in firmware 7.4 however this isn't recommended if
you are not already on 7.4 or 7.6 firmware.
https://docs.fortinet.com/document/fortigate/7.4.0/new-
features/777101/enhancement-to-quic-and-http3-inspection-7-4-1

7.2

In firmware 7.2 the toggle in application control to disabled QUIC was removed the
configuration required now looks like the below.
https://docs.fortinet.com/document/fortigate/7.2.0/new-features/984075/remove-

option-to-block-quic-by-default-in-application-control-7-2-4

New Application Sensor

o 123 Cloud Applications require deep inspection.
0 policies are using this profile.

Name Standard
Comments 40255

Categories

£ Mixed ~ All Categories
Intrusion Prevention

File Filter

@ - | Business (157, £ 6) @~ Cloud.T (72, & 12) @ - Collaboration (266, &5 13)
@~ [Email (76, &11) @~ Game (83) @~ Gel terest (253, & 15)
@ - |Mobile (3) @~ NetworkService (338) @~ P2P(55)

@ - |Proxy (189) @ - RemoteAccess (96) @~ | SodalMedia (113, £ 29)

_________________________________ @~ Video/Audio (127, £317)
@ - VolP (23} @ - Web.Client (24) @ - Unknown Applications

(B Network Protocol Enforcement

Applicationand Filter Overrides

# Edit W Delete

Priority Details Type Action
I 1 QuIC Application @ Block I
[ L]
Options

Block applications detected onnon-default ports @
Allow and Log DNS Traffic O
Replacement Messages for HTTP-based Applications @)
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7.0 or below

Use the toggle at the bottom of an application control profile or create a firewall rule
above all policies (or at the level that will otherwise best serve you if QUIC is required
for a reason specific to your site) that blocks QUIC.

i=F CUSTOMER-DEMO-40F = Q
# Dashboard Edit Policy
« Network
&, Policy & Objects Name © Block-QUIC
Firewall Policy Type ZTNA
Local In Policy Incoming Interface [ Local VLANS -
Qutgoing Interface & virtual-wan-link -
Source = all x

Authentication Rules
IP/MAC Based Access Control €

Addr

Destination B all x
ZTMNA +
Internet Service Database Schedule 8 always hd
Services Service @ QUIC{UDP443] x
Schedules +
Virtual IPs Action v ACCEPT

IP Pools

’rotocol Options o
Pl (@ Log Violation Traffic

Traffic Shaping

Security Profiles Comments | Write a comment... £0/1023

VPN
Enable this policy @

i+ D B

User & Authentication

“ :.}

WiFi & Switch Controller

i Security Fabric

Log & Report
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Verification

Ensure that you have setup the relevant settings across the security profiles logging
to work correctly. You can further verify this by reviewing the certificate on a website
such as google to confirm it is being deep packet inspected. Expect to see the
certificate selected in the SSL Inspection profile.

v G test for keyword detection x + - u} x
« arch?q=test+for+keyword+detection8irlz=1C1CHBF_en-GBGB1030GB1030&0q=test+for+keyword+detectiongs_lcrp=EgZjaHvbWUqBggAEEUYOzZIGCAAQRRGTMgYIARBFGD b+ 4 a
Certificate Viewer: www.google.com x
Go gle test for keyword detection o @
General
Al Issued To
Oniine Free Google

Keyword-driven tests consist of || ...z,
define the action to be performet

Each keyword corresponds to ar

action like mouse click, selectior

item, keystrokes, opening or clos —

and so on. So, a series of keywc
to the actions a user performs du

SmartBear - hitps/support.smartbear S

Keyword Tests | TestComplete O

People also ask :

How to do a keyword test?

How do you test for keyword stuffing? v

Alerts for keywords can be tested by searching for the phrase “test for keyword
detection” via Google, Bing, Yandex, Yahoo, or Baidu. Expect to receive an email alert
and an entry in the Switchshop Customer Portal on the search records page if your
service setup has been completed.

search engine ta search for something that matches 2 keyword in either our database or your

Interest
Firewall Group Cateory Full Search Alert Sent Acknowledged Event Time

Any - Any - 28/01/2026

JENNY.STUDENT
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Alerts for website visit or visit attempts can be tested by going to:
https://www.fortiguard.com/webfilter/categories and then clicking on one of the test
links. We recommend testing the “Child Sexual Abuse” category which can be found
in the “Potentially Liable” section lower down on the page.

v G test for keyword detection - Ge X @ Web Filter Viclation X +

« C % fortiguard.fortinet.com/wftest/83.html ¥r @

Z:RTINET [ ——

I
.|
FortiGuard Intrusion Prevention
- Access Blocked

Web Page Blocked

You have tried to access a web page that is in violation of your
Internet usage policy.

C ory Child Sexual Abuse
URL hitps://fortiguard fortinet com/wftest/83 html

To have the rating of this web page re-evaluated please click here

Summary  Logs
K S
& 00 Q[ @ WebFitter = | @ Memory ~ 3 Details
DiatefTime User Group Source Action URL Category Initiator Sent / Recsived
1 VN B 0200128181824 JENNYSTUDENT  Demo-Student JENNYSTUDENT (1721925024} Passthrough _ hitps:igoogie-ohttp-relay-safebrowsing fastly-edge com/ Information Technology 30648 /5268
(TRTE1651 L JENNVSTUDENT  DemoStcent . JENNYSTUDENTI17215  Bocked e ———— Chid Sl s 26240 /27548
2024/01/28 18:18:21 JENNYSTUDENT  Demo-Student JENNYSTUDENT (17219250 Pessthrough chrome omriemegs ri=chrome ext ansgia..  Search Engines and Portals 226k8/2128
2
2026001128 15:18:21 JENNYSTUDENT  Deano-Stdent JENNYSTUDENT [17219.250.4) Passthrough  htoss ocat 3 consMSIAWwA=/Condition/ Search 10
2024101126 18:16:18 JENNVSTUDENT  Demo-Student JENNYSTUDENT (172.19.2504) Passthrough olgoFEl pik.. SearchEng 277KBF643KE
Log & Report
e 202400128 18:18:07 JENNYSTUDENT  Demo-Student JENNYSTUDENT [17219.2504) Passthrough 1  compo ekiSfvmra._  Information Technology 29148/87.13k8B
alTe 2024101126 18:18.07 JENNYSTUDENT  Demo Student JENNYSTUDENT [17219.2504) o Passtihwough i1 pm b3 v Information Technology 254K8/40.46 KD
202410126 181805 JENNYSTUDENT  Demo-Student JENNYSTUDENT (172.19.250.4 Passthrough  http:tedged me gl 4 " Ksfmra...  Information Technology 2164812097 kB
2024001128 181805 JENNVSTUDENT  Damo-Student JENNYSTUDENT (172 Passthrough a1 : Information Technology 179487101348
DD Bl z02s0128181003 JENNYSTUDENT  Demo-Student JENNYSTUDENT [172192504) o Passthvough 1 o 7ekiStmra.. Information Technology 14148/539k8

2026/01/28 18:18:03 JENNYSTUDENT  Demo Student JENNYSTUDENT [17219.250.4)  Passthrough gt - v Info

A Technology 104KB/242kB

202640128 18:17:5% JENNVSTUDENT  Demo-Student JENNYSTUDENT [172.19.250.4) Passtnrough 1 comp P KSfmra..  Information Technalogy 663B/6278B

Tickets

enain

el o
EantD 4 Usme Ermt s Endpont P Destination P " ErtTine
= Group Acknowledged

T
" T
e @D~

Devices

XYZ Test Company
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Missing All User information?

Check the user table. If your user isn't in there with group information then you will need
work on sign on integrations.

[ Deauthenticate

User Name $

& ADMINISTRATOR

& SENNYSTUDENT

Firewall User Monitor

FrATINET

Method

® Fortnet Sngle iz @

2
IP Address &
172191310
172192504 T} Dema-Student

User Group

oSt @
Ch=Demc Stuer.. @

User Group &

Tk CN=Demo-Student “N=Users DC=cd DCswitchdemo,DC <co,DC=uk

Missing Group Information?

Duration &
Zhsm 944 B =

Zh43m

Check that you've included the user group in the matched firewall policy.

ity DateTime User Groun Source Action uRL Category Insator 5 LogDetals
20260126 201307 . JENNYSTUDENT JENNYSTUDENT (1721925041 Passthvough  https:/hwimw gosgle.com/asme/folalasyne fmtsd Search Engines and Partals 2]
= ! 2036026301303 JENNYSTUDENT JENNYSTUDENT{17219.2504) + Passtheough sines and Portals af 00
D Stuck (172192504 Passthvouh PikZ0ne. and Partals 2] fecelvedtiyte
p— o o (17219.25061 - Fessthrough  hitpso/imdaus endpoint securiymicrosaft.com/ Informatien Technology g
Traff 108 Dermo-Student (172192504 Passtheough _ htpssh10.events detamicrosoftcom’ Information Technology 21 5 Action
scal 104 Dema Student (1721925041 Fessthrough _https:/id api s micrasoft com/ Information Technolozy
L 2026/01/2820:10:56 . JENNYSTUDENT Demo Student * JENNY.STUDENT{17219.2504 < Passthwoush fazurcad wkwing... Information Tochnology
B 2026012020105 - JCNNYSTUDENT Do Sudent 2 JXNNYSTUDCNT (172192504, Passtheough Information Tochnology B
ety Erks) B8 20260170701085 | JCNNYSTUDINT Drma Student . CNNYSTUDINTIIT219.2504)  + Pastneough et Information Technelogy 8
L 036/0TAI00647  © IENNYSTUDENT  DemaStudent ~ JENNYSTUDENT{I72.19.950.6) Passtheough  hitpefmdanuss ndpoint secusityricrosoll o Information Technology q Pl
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The FortiGate will only report MAC addresses into logs if the devices are on directly
connected networks.
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